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Professional Summary

Post-graduate in Information Technology working presently as IT Manager cum
System Administrator with Goyal Automotive Pvt Ltd, Ludhiana from Sep 2017.

Also worked as Data center Administrator with 3i infotech Consultancy Ltd (Rockman
Industries, Mangli Plant, Ludhiana) from April 2017 to August 2017.

Also worked as System Administrator at Padam Cars Pvt Ltd, Ludhiana (Padam Group
of Companies) from Jun 2015 to April 2017.

Also Worked as IT Manager with Findoc Impex, Ludhiana (Unit of Findoc Financial
Services) from March 14 to May 15.

Also worked as a System Engineer with Deepak Fasteners Ltd (Unbrako), Ludhiana
from Feb; 2009 to Feb 2014.

Objective

To join a professionally managed and progressive organization which recognizes &

values individual contribution with opportunities to enrich my knowledge, skill & experience to help
me in contributing to further growth of the organization.

Work Profile

M/s: Gitansh Group of Companies (Hyundai, Jeep, MG & Yamaha) Sep 2017 to till Date

Joined as IT Manager cum System Administrator.

Management of DNS & DHCP Server.

Administration of Seqrite Endpoint Security for 250 users.

Administration of Yahoo Small Business Mailing Solution (200 mail users).
Regular audits of system and installed software.

Maintain inventory of Desktop/laptop & Compliance.

Manage ILL & MPLS network infrastructure.

Implement SSL VPN & Wan Connectivity for new branches and remote location.
Firewall administration, Web Filtering, Load Balancing and Network security.
Regular workout on Endpoint Security & Anti-Spam reports.

New Server installation as requirement at Different location (Dell, HP, IBM).
Manage End user backup solution (Druva inSync).

Server Backup as per Schedule (Tally, SQL & Antivirus).

Manage VMware Esxi Server for Windows Virtual Environment.

Setup Access point with clustering (Aruba, TP-Link).

Leading Team of 5 Engineers.



M/s: 3i Infotech Consultancy Pvt Ltd. April 2017 to Aug 2017.

Joined as Data Center Administrator at Rockman Industries, Mangli Unit, Ludhiana.
Administration of 32 Servers (Dell, Lenovo & IBM).

Management of Primary DC & RODC Server.

User management with AD & backup on regular basis.

Administration of Symantec Endpoint Security with 550 users.

Administration of G-suit (550 mail users).

Administration of G-suit for Hero Electronix (50 mail users).

Regular audit of system and installed software.

Inventory & License Compliance management.

Manage internal (RF), VPN & MPLS network infrastructure.

Administration of Fortinet 300d Firewall, Web Filtering, Load Balancing and Network
security based on active directory integrate login.

Regular workout on Endpoint Security & Anti-Spam reports.

OS installation and hardware optimization for required Server.

Ubiquiti Access point.

Support for Polycom video Conferencing Device.

Routine server backups on Nas & Tape drive with Arcserve Backup Solution.
End user backup with Druva inSync.

Maintain minimum downtime of MPLS Connectivity for Remote Production unit.
Leading Team of 8 Engineers.

M/s: Padam Cars Pvt Ltd. (Ludhiana) June 2015 to April 2017

e  Administration of IT infrastructure.

Responsible for hardware and software installation, maintenance and repair.
MS Outlook support for E-Mails.

Create New User in Domain as required.

Performing routine audits of systems and software.

Reporting to the Chief Executive.

Administration of Symantec Endpoint Protection Manager 13 & 14.
Management of DNS Server and associated backup routines.

Procurement of IT hardware, software and maintenance products & services.
Maintaining documentation of changes regarding users, functions & systems.
Managing the internal (RF) & VPN network infrastructure including:
Managing firewall & policies.

Windows Server Installation (2008, 2012 R2).

Backup for end user over Nas with Cobian Backup.

M/s: Findoc Impex. (Ludhiana) Mar 2014 to May 2015

Joined as IT Manager cum System Administrator.

Administration of Windows Server 2012 R2

Administration of Symantec Endpoint Security 12

Setup ERP System with Logic ERP Solution.

Lan Connectivity of 3 locations/unit with Point to Point Link.

Network Security with open source Endian Firewall Community.

Install Wifi Access Point as requirement.

Backup of Server as per schedule.

Support for MS Office & Email.

Support for Printer, Plotter, Online UPS & Surveillance system in factory premises.



M/s: Deepak Fasteners Ltd. (Ludhiana) Feb 2009 to Feb 2014.

Joined as a System Administrator, Network in charge.

Manage DHCP, AD, & DNS.

MS Outlook support for exchange server (POP, Imap, Owa).

Desktop Administration in domain network.

Backup of servers as per schedule.

Administration of Symantec Endpoint Protection Server 11 & 12.

Regular working on Symantec GUP’s & Reports.

Implementation of LAN & Wan network for new corporate office.

Firewall administration and overall internal network security.

Setup Access point & Wifi Router.

Responds to tickets and email from users for technical assistance and troubleshooting of
network, hardware and software problems from different dept. within the organization.

Educational Profile

Professional Qualification:

M.Tech (IT.) - From Karnataka State Open University in 2013.

M.Sc (I.T.) - From The Global Open University in 2010.

CNSS (Certified Network Security Specialist) From ICSI-UK in 2020.

A+ From CompTia in Aug 2014 (Training from New Bridge Technology, Ldh.)
MCSE from Microsoft in Jan 2009 (Training from New Bridge Technology, Ldh.)
BCA from Periyar University in 2008.

CCNA from Cisco Systems in Jan 2007.

Academic Qualification:

e Senior Secondary (Computer science) from P.S.E.B, Mohali (2002-03).
e Matriculation from Punjab School Education Board, Mohali (2000-01).

Technical Skills

Windows 0S: Windows XP, Win7, Win 8 & Win 10.

Windows Server: Server 2008 R2, Server 2012 R2 & Server 2016.

Linux OS: Ubuntu workstation & Server, Debian, CentOS, Zorin os.

L1 Support for SAP and ERP (Nuron, Logic & Tally).

Antivirus & Endpoint Security: SEP12 & 14, K7 Enterprise, Seqrite & Sophos.
Firewall/UTM: Endian, Cyberoam & Fortigate.

SSL VPN: Setup & Support for Cyberoam, Fortigate & other Firewall.

Backup: Backup of Server with CA Arc backup on NAS & Tape Drive.

End User Backup: End User backup with Druva inSync.

Video Conferencing: Proficiency in IP based (Polycom) Video Conferencing.
Software Packages: MS Office, Outlook Express, Office 365 & G-Suite.
LAN-WAN: LAN designing and Implementation, LAN-WAN Connectivity with RF.
Hard Drive Cloning: Acronics True Image & Clonezilla for total Hard disk cloning &
single drive Solution.

Project Work

e Symantec EPS & GUP Setup for 5 locations without any officially Support.
e Setup VMware ESXi at Gitansh Group for Virtual Server Environment.
e Server cloning on monthly basis to overcome any risk.



Personal Profile

DOB June 26,1986

Marital Status Married

Gender Male

Father’s Name S. Karnail Singh

Mother’s Name Sdn. Jaswinder Kaur

Address of 2677/3,St No.1, Mangat Colony, Basti Jodhewal,

Correspondence Ludhiana-141007 (Punjab)

Communication Skills Fluent in English, Punjabi, Hindi ( written /spoken)

Personality Hardworking, honest and responsible.

Hobbies Team Work, Network Security and Sports.

Strength Enthusiastic, Positive and Practical Attribute
Ability to work under pressure & Round the clock.

Reference
e Tulsi Negi - HR Manager, Gitansh Group, Ludhiana.
Contact No. 87278-01117,0161-5203222

e Harsharan Singh- IT Manager, Padam Group (Padam Cars Pvt Ltd)
Contact No. +9198888-17909

e Mr. Sachin Kumar - EDP Manager, Findoc Impex, Ludhiana.
Contact No: +91-8556845997

e Mr. Vishal Kumar - I.T Manager, Deepak Fasteners Ltd,
Ludhiana. Contact No: 0161-3911111, +91-9569416380

e Mr. Puran Sharma - Region Manager, Shri Bala Ji Associates, Ludhiana.
Contact No: +91-9357016050.

[ hereby declared that the above information is true and correct to the best of my
knowledge and belief.

Place: Ludhiana

Date: 7-Nov-2020 (Prabhdeep Singh)



