FERAS MOHAMMED

CYBERSECURITY

Al Qusais, Dubai, UAE « +971504330692 « ferazjaffar@gmail.com
github.com/ferasjaffar « www.linkedin.com/in/ferasmo

Aspiring cyber security graduate actively looking for a cyber security role. | continue to learn and
build my skills in cyber security in both the GRC and technical areas of cyber security.

EDUCATION
Bachelor of Science in Cyber Security (Hons) Sep 2021 - Nov 2024
De Montfort University, Dubai

« Completed coursework covering key areas such as Computer Networking, Web Development,
and Big Data Principles. Explored digital investigation techniques in the Computer Forensics
module, using tools like FTK and Autopsy. | also produced a detailed malware analysis report
using SIEM tools.

« Completed modules in Linux Security, focusing on protection against Heartbleed and Shellshock
vulnerabilities, and Penetration Testing, conducting black-box testing using Kali Linux. In
Cryptography, | implemented the Affine Cipher for both encryption and decryption. | applied C
programming concepts by building and debugging projects in IDEs. |

TRAINING AND CERTIFICATIONS

« Certified in Cybersecurity - ISC2
Cybersecurity Job Simulation by Mastercard - Forage
Network Security Engineer 1, Network Security Engineer 2 - Fortinet.
SOC Level 1 - Try Hack Me (Ongoing)

« Tools: Snort, Wireshark, Splunk, Wazuh, Linux Terminal, JTR, Metasploit, Burp Suite, FTK, AWS

« Awards/Activities: Member of Cyber Security Club at DMU, UAE Golden Visa Holder for
academic proficiency, Volunteered with Dubai Police and “Sharjah Center for Voluntary Work”.

« Projects: Developed a Windows application utilizing Steganography for secure data embedding,
Coded an Affine Cipher encryption program for secure communication, Performed in-depth
Malware Analysis on various malicious files to identify threats.

PROFESSIONAL EXPERIENCE

ERP/SaaS Software Sales, Mountdiva Aug 2024 - Present
» Drove sales of ERP and SaaS-based solutions, identifying client needs, delivering tailored
product demonstrations, and guiding businesses through digital transformation with
Mountdiva’s software offerings on a Freelance basis.

IT Help Desk Support, Cigna Healthcare July 2024 - Aug 2024
« Provided part-time IT Helpdesk Support for Cigna Healthcare events. Assisted with setup,
troubleshooting connectivity and device issues, and ensuring smooth AV operations.

Team Supervisor, Helium Marketing Management Dec 2023 - July 2024
« Supervised teams of promoters across major events, increasing overall event sales. Managed
inventory, reducing stock shortages and ensuring smooth operations.

Visa Service Consultant Mar 2022 - Dec 2023
« Provided comprehensive visa services, specializing in Golden Visa, Freelance, and
Employment Visa applications. Spearheaded efficient workflows for attestation services.

Sales Promoter, Xiaomi Sept 2021 - Feb 2022
« Coordinated promotional activities, ensuring alignment with marketing strategies and brand
guidelines. Conducted detailed product demonstrations, showcasing key features.



